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As the Internet permeates almost every aspect of our daily lives, some argue that the benefits of its use
are diminished by threats to personal privacy. Privacy concern is a desire to keep personal information
out of the hands of others. Online privacy is becoming an increasingly important policy issue as con-
sumer groups rally to protect what they perceive to be basic privacy rights whereas others argue for
freedom of information. This article presents an overview of the literature on privacy studies and exam-
ines survey results relating to Internet users’ demographic characteristics using data from 1998 online
Internet surveys conducted at the Graphics, Visualization, and Usability Center at the Georgia Institute
of Technology. Results indicate that there are small differences among degrees of Internet privacy con-
cerns across groups divided by sex, education level, income level, and race, with all groups preferring
privacy to convenience.
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The Internet has become a popular medium in the information age society for myriad
facets of daily life. Schoolchildren chat online with students in other nations, college

professors use the World Wide Web as a means of posting course curricula, and the U.S.
Department of Commerce (1999a) attributes a low inflation rate and booming economy to
the efficiencies provided by information technologies. However, there is a growing concern
among the U.S. population that easily accessible information and databases available on the
Internet are giving rise to serious privacy violations (Cho & LaRose, 1999; Cranor, 1999;
Dixon, 1999; Masci, 1998; Reagle & Cranor, 1999). The threats to one’s privacy on the
Internet can be immediate as well as future threats, because online activities can be (a) moni-
tored by unauthorized parties and (b) logged and preserved for future access. For instance,
critics of DoubleClick, an Internet advertising company with a 10-fold stock appreciation in
1999, charge that the company is developing a database to spy on Internet users and that it
plans to create personally tailored advertising for Internet users based on their surfing habits
(Vogelstein, 2000). Public outcries over online privacy invasions are driving privacy legisla-
tion in state capitals and Washington, DC. Policy makers at the local, state, and federal levels
have proposed legislation to protect the privacy of American consumers, but to date no sig-
nificant legislation has passed. Personal information privacy, the ability to personally control
information about oneself, is fast becoming one of the most important policy issues facing
the Internet (Lawton, 1998; Milberg, Burke, Smith, & Kallman, 1995; Wang, Lee, & Wang,
1998). Public perceptions of the issue must be considered in the debate over privacy concerns
on the Internet.

Little published research exists that relates an individual’s demographic characteristics
with privacy concerns. Although the subject of online privacy appears in newspaper articles
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almost daily, researchers have given little attention to a systematic analysis of the relation-
ships between demographic variables and concern about privacy in general, much less online
privacy. By relating online privacy concerns to demographic characteristics, this research
proposes to fill a gap in the academic literature as the public’s, nonprofit and private sectors’,
and government’s interest in online privacy continues to grow.

LITERATURE REVIEW

A review of the literature clearly identifies that consumer privacy protection on the
Internet is a growing concern for the public, business community, and legislators. In the pop-
ular press, academic journals, government publications, and Web site postings, one of the
more prevalent topics concerning the Internet is consumer privacy. Privacy concern is a
desire to keep personal information out of the hands of others (Flaherty, 1989; Singer,
Mathiowetz, & Couper, 1993; Westin, 1967). According to Introna and Pouloudi (1999), pri-
vacy is a relational and relative concept. In their systematic discussion of potentially differ-
ent notions of privacy, they develop a framework of principles that explores the interrelations
of interests and values for various stakeholders where privacy concerns have risen. In this
context, concern for privacy is a subjective measure—one that varies from individual to indi-
vidual based on that person’s own perceptions and values.

A U.S. survey by Louis Harris and Associates, outlined in The Dimensions of Privacy: A
National Opinion Research Survey of Attitudes Toward Privacy (Louis Harris and Associ-
ates & Westin, 1981), found that public concerns about privacy increased during the 1970s
largely as a result of the increasingly technological, computer-oriented nature of U.S. soci-
ety. Fifty-two percent of the public did not believe that the privacy of personal information
maintained in computer systems is adequately safeguarded. In 1978, 63% of the public
agreed with the statement that “if privacy is to be preserved, the use of computers must be
strongly restricted in the future.”

In the late 1990s, numerous surveys revealed that Internet users were becoming increas-
ingly worried about the data being collected about them via the Internet by private compa-
nies. According to a 1996 survey by Equifax of 1,005 U.S. adults, nearly two thirds agreed
that the government needs to scan Internet messages to prevent online fraud, and 64% said
that companies providing services via computers should not be able to track users for the pur-
pose of sending them marketing messages (Heubusch, 1997). A 1997 survey by TRUSTe, an
independent, nonprofit privacy organization whose mission is to build users’ trust and confi-
dence in the Internet, found that three out of five consumers do not trust online merchants.
More than 70% of the 9,300 consumers who responded said they were more concerned with
privacy on the Internet than in traditional media (Jacobs, 1997). Similarly, an online survey
by the Graphics, Visualization, and Usability Center at the Georgia Institute of Technology
found that 71% of respondents believe there should be laws to protect privacy on the Internet
(Lach, 1999). Clearly, online privacy is a salient issue for users of the Internet.

To address these concerns and simultaneously protect the growth of the Internet, numer-
ous private and public organizations stress the importance of providing privacy statements
on Web sites. A survey of 1,000 U.S. adults conducted by researchers at Privacy & American
Business and Louis Harris and Associates, Inc. showed that although 81% of Internet users
are concerned about their privacy while online, only 39% of adults said that they had ever
seen a privacy policy posted on a Web site (“Survey: Netizens Want,” 1998). Not surpris-
ingly, a study by the U.S. Federal Trade Commission (FTC, 1998) reported that only 14% of
the 674 Web sites surveyed had privacy policies in 1998. The number is increasing, though.
A Georgetown University Internet Privacy Policy Survey revealed that the number of com-
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mercial Web sites with posted privacy policies increased considerably between 1998 and
1999. The survey found that 66% of the 364 Web sites it surveyed had a posted privacy policy
(Thibodeau, 1999). In spite of an increase in visible online privacy policies, Internet research
company Jupiter Communications concluded that 64% of online consumers are unlikely to
trust a Web site even if the site prominently features a privacy policy (Jeffrey, 1999). Other
research indicates that controversies about spam, cookies, and the clickstream are merely the
beginning of more fundamental debates about trust as online communications become more
widespread (Clarke, 1999).

The U.S. government is taking a growing interest in consumer concerns about online pri-
vacy. In a 1998 report to Congress, the FTC concluded that for the growth of the Internet to
continue, there is a serious need for increased consumer faith in privacy protection on the
Internet. Yet one year later in another report to Congress, the FTC concluded that voluntary
industry practices were working just fine to protect consumer privacy and that no legislative
action was needed at that time (FTC, 1999; Ota, 1999).

Public sector concerns about online privacy are mirrored by the private sector, albeit for
other reasons. Various studies have proposed market solutions for addressing privacy con-
cerns (Libbon, 1999; Shapiro, 1999). In a study addressing strategic uses of information
technologies based on consumer personal information, Culnan (1993) found that when
information about a consumer is collected for one purpose and subsequently used for a dif-
ferent purpose, it may be viewed as an invasion of privacy when it occurs without the knowl-
edge or consent of the consumer. In a later study addressing privacy concerns and the collec-
tion and use of personal information that people provide in the course of most consumer
transactions, Culnan and Armstrong (1999) found that organizations gain business advan-
tage through customer retention when they use procedures to protect individual privacy.

PRIVACY AS RELATED TO DEMOGRAPHICS

As Introna and Pouloudi’s (1999) research indicates, privacy concern is a subjective mea-
sure. As a result, it can be argued that one would expect to find differences among demo-
graphic groups in levels of concern for privacy. A study to investigate the relationship
between concerns about confidentiality and privacy, on one hand, and mail returns to the
1990 U.S. Census, on the other, found that these concerns significantly affect mail returns,
even when demographic variables known to be related to both concerns and survey participa-
tion are controlled. More interesting for the purposes of privacy, however, is that this research
found that the effects of confidentiality and privacy concerns vary for Black and White
respondents. Black respondents expressed higher levels of concern about privacy than White
respondents (Singer et al., 1993).

A U.S. Department of Commerce study confirms this hypothesis. The Department of
Commerce contracted with the Census Bureau to add questions to its December 1998 Cur-
rent Population Survey on household computer penetration, specifically to formulate the
Computer and Internet Use Supplement Survey. This survey asked additional questions
regarding points of Internet access, methods of access, types of use, and reasons for discon-
tinuing use, among other topics, and included a section on online confidentiality concerns.
Although the survey uses the term confidentiality instead of privacy as used in this study,
results are useful to help understand the public’s concern about online privacy. Results indi-
cate that the frequency with which Americans purchase goods online, send e-mail, conduct
research, or undertake any other Internet activity may be affected by their concerns about
confidentiality online. When asked about their concerns, 40% said they were “very con-
cerned” about confidentiality on the Internet, whereas 24% responded that they were “some-
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what concerned.” Data also indicate that the level of concern varies by race/ethnic origin, as
well as by other demographic characteristics. Whites (40.5%) and Blacks (39.1%) are “very
concerned,” and Asians/Pacific Islanders are the least likely to be “very concerned” (31.5%),
followed by Hispanics (34.5%). Results also show that although the levels are only slightly
lower, the results of this survey contradict the results of the previous study by Singer et al.
(1993), which found Blacks to have higher levels of concern about privacy than Whites. The
levels of education and income are also factors in levels of concern about online confidential-
ity. Those with a high school diploma or some college education are the most likely to be
“very concerned” (41.8% and 43.5%, respectively). Similarly, those earning between
$25,000 and $50,000 expressed high levels of privacy concern (above 44.0%).

Another study indicates that women are more concerned about privacy than men. A sur-
vey by Louis Harris and Associates for Privacy & American Business in 1996 indicated that
58% of women said they were “very concerned” about threats to their privacy, compared
with only 33% of men. Women seem to be especially concerned about privacy threats to their
medical, insurance, and financial information, as well as online privacy issues. Fifty-three
percent of women strongly agree that the “use of computers must be sharply restricted in the
future if privacy is to be preserved,” compared with 40% of men (Kate, 1998).

RESEARCH QUESTION

The previously outlined three studies signify that concerns about privacy vary across
demographic groups. One study finds that Blacks have higher levels of concern about pri-
vacy than Whites (Singer et al., 1993), whereas a later study finds that Whites have higher
levels of concern than Blacks (U.S. Department of Commerce, 1999b). Education level,
income level, and sex are also shown to affect a person’s level of concern about privacy. This
study builds on these previous studies by examining levels of concern about online privacy
across four demographic groups: sex, education level, income level, and race.

Building on the available research on privacy as related to demographic characteristics,
this study tests the following hypotheses:

Hypothesis 1: Whites tend to have the highest levels of concern about online privacy, followed by
Blacks, Asians/Pacific Islanders, and Hispanics (building on 1998 U.S. Department of Com-
merce data).

Hypothesis 2: Less educated individuals tend to have the highest levels of concern about online pri-
vacy (building on 1998 U.S. Department of Commerce data).

Hypothesis 3: Individuals with higher incomes (i.e., greater than $50,000) tend to have lower levels
of online privacy concern than those with lower income levels (building on 1998 U.S. Depart-
ment of Commerce data).

Hypothesis 4: Women tend to be more concerned about online privacy than men (building on Louis
Harris and Associates’ research in 1996) (Kate, 1998).

Hypothesis 5: Regardless of demographic characteristics, Internet users tend to value privacy over
convenience when using the Internet.

METHODOLOGY

The data for this study were obtained from online databases maintained by the Georgia
Institute of Technology’s Graphic, Visualization, and Usability (GVU) Center
(http://www.gvu.gatech.edu). As a public service, the GVU Center conducts
annual online surveys about Internet use. This study uses the most recent survey data avail-
able from the 10th survey conducted in 1998, which consisted of a series of eight separate
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questionnaires on various Internet-related topics. Respondents can choose to fill out just one
survey or all eight. Individual respondents are assigned an ID number, which allows for that
person’s answers to each survey to be related. For the purposes of this study, two of the eight
questionnaires are used:

Questionnaire Number of Respondents

General Demographics 5,022
Online Privacy and Security 1,482

These two surveys were merged using the ID number assigned to each individual survey
responder. Table 1 and Table 2 describe the variables obtained from the two surveys.

Using SPSS 8.0, the cases were first sorted according to whether the respondent was
located in the United States (using the location variable) so that only U.S. respondents would
be included in the analysis. Respondents from countries other than the United States were fil-
tered out of the data set and not included in the analysis because the results of this study are
used to infer policy implications for decision makers in the United States, based on responses
from their U.S. constituents about privacy concerns.

Initial analysis of the data indicate that U.S. respondents say that privacy is the most
important issue facing the Internet, when given a choice of 17 options. Figure 1 shows the
percentage of respondents for each option. Online privacy is clearly a salient issue for U.S.
Internet users.

RESULTS

Figure 2 presents all U.S. respondents’ answers to this question:

In general, how concerned are you about security on the Internet? (e.g., people reading your
e-mail, finding out what Web sites you visit, etc.) Keep in mind that “security” can mean privacy,
confidentiality, and/or proof of identity for you or for someone else.

Considering the level of overall concern about privacy on the Internet, analysis of respon-
dents’ concern with security on the Internet across all demographic groups shows that 53.7%
are “very concerned” about security, followed by 27.1% being “somewhat concerned.” As
indicated on the questionnaire, security can mean privacy, confidentiality, and/or proof of
identity. Figure 2 presents the levels of concern about security on the Internet across all
demographic groups.

Further analysis reveals that levels of concern about security (privacy) on the Internet vary
across demographic groups. Respondents are grouped by sex, education level, income level,
and race, as indicated by the respondent on the General Demographics survey. A total of
1,223 respondents from the United States answered both the General Demographics and
Online Privacy and Security surveys, although some respondents chose to leave a few ques-
tions blank. The total number of respondents for each demographic question is indicated in
Table 3.

Results indicate that two of the four hypotheses about levels of concern about online pri-
vacy are true, and two are false. The first hypothesis stated that Whites tend to have the high-
est levels of concern about online privacy, followed by Blacks, Asians and Pacific Islanders,
and Hispanics, as found in the 1998 U.S. Department of Commerce study. However, GVU
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TABLE 1
Variables Used From the General Demographics Questionnaire

Variable Question Responses

Education Please indicate the highest level of education Grammar school
completed High school or equivalent

Vocational/technical school (2 year)
Some college
College graduate (4 year)
Master’s degree (M.S.)
Doctoral degree (Ph.D.)
Professional degree (M.D., J.D., etc.)
Other

Sex What is your sex? Male
Female

Race How would you classify yourself? Rather not say
Caucasian/White
African American
Indigenous or Aboriginal person
Asian/Pacific Islander
Hispanic
Latino
Multiracial
Other

Location Where are you located? Africa
Antarctica
Asia
Oceania (Australia, New Zealand, etc.)
Europe
USA
Canada
Mexico
Central America
South America
Middle East
West Indies

Income Please indicate your current household Rather not say
income in U.S. dollars Under $10,000

$10,000-$19,999
$20,000-$29,999
$30,000-$39,999
$40,000-$49,999
$50,000-$74,999
$75,000-$99,999
Over $100,000

Issue In your opinion, what is the single most Finding things/navigating around
critical issue facing the Internet? Speed/bandwidth

Government regulation
Equal access for all
Pornography
Internet crime (e.g., hate crimes,

stalking)
Paying for online services or information
Censorship
Privacy
Unsolicited commercial e-mail (spam)
Commercialization/advertising
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Security of electronic commerce
“Junk” Web sites
Accuracy of information
Intellectual property/copyright
Don’t know
Other

TABLE 2
Variables Used From the Online Privacy and Security Questionnaire

Variable Question Responses

Concern In general, how concerned are you about Not at all concerned
security security on the Internet? (e.g., people A little concerned

reading your e-mail, finding out what Web Somewhat concerned
sites you visit, etc.) Keep in mind that Very concerned
“security” can mean privacy, confidentiality, I know I should be concerned,
and/or proof of identity for you or for but I’m not
someone else.

Privacy/ In general, which is more important to you: Convenience
convenience convenience or privacy? Privacy

TABLE 1 Continued

Variable Question Responses

Figure 1: Most Important Issue Facing the Internet



data used in this study from 1998 indicate that Latinos have the highest level of concern about
online privacy (100% are “very concerned”), followed by 83.3% of indigenous or Aboriginal
persons and 83.3% of Hispanics, 60.9% of African Americans, and 52.8% of Whites. How-
ever, the data are very limited. The generalizability of this question is limited as so few
respondents were a racial group other than White, which comprises 86.6% of the responses.
For instance, only three respondents indicated that their racial identity is Hispanic. Clearly,
the generalizability of the results of the GVU survey data is limited by these factors.

Additionally, the GVU survey categorizes race in different ways than the Department of
Commerce study, including separating Hispanics and Latinos into two categories, whereas
the Department of Commerce grouped Hispanics and Latinos into one racial category.

For the second hypothesis, that less educated individuals tend to have the highest level of
concern about online privacy, the GVU survey data again contradict the results from the U.S.
Department of Commerce study as results from this questionnaire indicate that those with
the highest levels of education (a doctoral degree) expressed the highest percentage (68.9%)
of being “very concerned” with security on the Internet. However, 67.7% of those with a
vocational or technical school degree indicated that they were also “very concerned,” fol-
lowed by those with a professional degree (65.1%), some college (57.9%), and high school
(56.6%). Combining the number of respondents who indicated that they were “very con-
cerned” with those who were “somewhat concerned” about security on the Internet reveals
no increasing or decreasing pattern of level of online security/privacy concern with a respon-
dent’s level of education.

The data reveal that the third hypothesis, that individuals with higher incomes (i.e.,
greater than $50,000) tend to have lower levels of concern about online privacy, is true. This
confirms results from the U.S. Department of Commerce study in 1998, the same year for
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TABLE 3
Concern With Security on the Internet

Question: In general, how concerned are you about security on the Internet? (e.g., people
reading your e-mail, finding out what Web sites you visit, etc.) Keep in mind that “security”
can mean privacy, confidentiality, and/or proof of identity for you or for someone else.
(in percentages)

I know I Should
No. of Not at All A Little Somewhat Very Be Concerned,

Respondents Concerned Concerned Concerned Concerned but I’m Not

Total 1,223 2.9 14.6 27.1 53.7 1.6
Sex 1,223

Male 813 3.6 15.9 26.6 52.6 1.4
Female 410 1.7 12.2 28.0 55.9 2.2

Education 1,223
Grammar school 10 10.0 10.0 20.0 50.0 10.0
High school 83 2.4 15.7 22.9 56.6 2.4
Vocational/technical school (2 year) 31 6.5 6.5 16.1 67.7 3.2
Some college 380 3.7 10.0 25.8 57.9 2.6
College graduate (4 year) 419 2.1 17.2 32.0 48.0 0.7
Master’s degree 203 3.0 21.2 26.1 49.3 0.5
Doctoral degree 45 2.2 13.3 15.6 68.9 0
Professional degree 43 2.3 9.3 20.9 65.1 2.3
Other 9 0 0 44.4 44.4 11.1

Income 1,223
Under $10,000 25 0 20.0 24.0 52.0 4.0
$10,000-$19,999 60 5.0 10.0 26.7 53.3 5.0
$20,000-$29,999 82 3.7 6.1 32.9 54.9 2.4
$30,000-$39,999 131 3.1 15.3 22.1 57.3 2.3
$40,000-$49,999 142 3.5 14.8 30.3 50.7 0.7
$50,000-$74,999 267 2.6 16.5 24.0 55.4 1.5
$75,000-$99,999 162 1.9 19.1 27.8 49.4 1.9
Over $100,000 141 4.3 19.9 32.6 43.3 0
Rather not say 213 2.3 8.9 25.8 61.5 1.4

(continued)
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Race 1,222
Caucasian/White 1,083 2.9 15.0 27.7 52.8 1.7
African American 23 8.7 4.3 21.7 60.9 4.3
Indigenous or Aboriginal 6 16.7 0 0 83.3 0
Asian/Pacific Islander 19 0 26.3 26.3 47.4 0
Hispanic 12 0 8.3 8.3 83.3 0
Latino 3 0 0 0 100 0
Multiracial 21 4.8 28.6 28.6 38.1 0
Other 12 0 8.3 41.7 50.0 0
Rather not say 43 2.3 7.0 20.9 67.4 2.3

NOTE: Not all percentages will equal 100 across rows due to rounding.

TABLE 3 Continued

Question: In general, how concerned are you about security on the Internet? (e.g., people
reading your e-mail, finding out what Web sites you visit, etc.) Keep in mind that “security”
can mean privacy, confidentiality, and/or proof of identity for you or for someone else.
(in percentages)

I know I Should
No. of Not at All A Little Somewhat Very Be Concerned,

Respondents Concerned Concerned Concerned Concerned but I’m Not
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this survey’s data. Combining respondents who answered “very concerned” with “somewhat
concerned” about security on the Internet across income levels shows that those with
incomes higher than $50,000 have lower percentages of respondents indicating concern
about security on the Internet (over $100,000: 75.9%; $75,000-$99,999: 77.2%;
$50,000-$74,999: 79.4%) as compared to those with incomes lower than $50,000
($40,000-$49,999: 81.0%; $30,000-$39,999: 79.4%; $20,000-$29,999: 87.8%;
$10,000-$19,999: 80.0%; and under $10,000: 76.0%).

The fourth hypothesis, that women tend to be more concerned about online privacy than
men, is true, as indicated by the GVU data. Overall, 83.9% of women are “very concerned”
or “somewhat concerned” with security on the Internet, as compared to 79.2% of male
respondents. A higher percentage of women (55.9%) indicated that they are “very con-
cerned” compared with 52.6% of men. These results confirm previous research by Louis
Harris and Associates (see Kate, 1998), who found that, in general, women are more con-
cerned about threats to their privacy than are men.

Figure 3 shows results of all U.S. respondents to the question “Which is more important:
convenience or privacy?” A higher percentage (78.7%) indicates that privacy is more impor-
tant than convenience (21.3%) across all demographic groups. This confirms the fifth
hypothesis.

As indicated in Table 4, further analysis reveals that levels of preference for convenience
or privacy vary across demographic groups:

• A higher percentage of women (82.9%) value privacy over convenience than men (76.6%).
• Those with higher education levels do not value privacy over convenience more than those with

low education levels.
• Those at the highest income levels value privacy over convenience less than do those at lower

income levels.
• 100% of indigenous or Aboriginal persons, Hispanics, and Latinos value privacy over

convenience.
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DATA RELIABILITY AND VALIDITY

The GVU surveys solicit participants through announcements on Internet-related
newsgroups, banners randomly rotated through high-exposure sites and advertising net-
works, announcements to the WWW-surveying mailing list maintained by GVU, and
announcements in popular media. As the GVU survey employs nonprobabilistic sampling
by soliciting participants through Internet announcements, the data are potentially biased
toward more experienced Internet users, rather than being representative of the Internet user
population as a whole.
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TABLE 4
Convenience Versus Privacy

Question: In general, which
is more important to you:
convenience or privacy? (in

No. of
percentages)

Respondents Convenience Privacy

Total 1,223 21.3 78.7
Sex 1,223

Male 813 23.4 76.6
Female 410 17.1 82.9

Education 1,223
Grammar school 10 20.0 80.0
High school 83 16.9 83.1
Vocational/technical school (2 year) 31 19.4 80.6
Some college 380 16.6 83.4
College graduate (4 year) 419 22.7 77.3
Master’s degree 203 28.6 71.4
Doctoral degree 45 17.8 82.2
Professional degree 43 30.2 69.8
Other 9 11.1 88.9

Income 1,223
Under $10,000 25 20.0 80.0
$10,000-$19,999 60 20.0 80.0
$20,000-$29,999 82 19.5 80.5
$30,000-$39,999 131 18.3 81.7
$40,000-$49,999 142 19.7 80.3
$50,000-$74,999 267 19.1 80.9
$75,000-$99,999 162 25.9 74.1
Over $100,000 141 35.5 64.5
Rather not say 213 15.0 85.0

Race 1,222
Caucasian/White 1,083 22.1 77.9
African American 23 17.4 82.6
Indigenous or Aboriginal 6 0 100.0
Asian/Pacific Islander 19 31.6 68.4
Hispanic 12 0 100.0
Latino 3 0 100
Multiracial 21 19.0 81.0
Other 12 16.7 83.3
Rather not say 43 11.6 88.4

NOTE: Not all percentages will equal 100 across rows due to rounding.



The ability of the collected data to generalize to the entire population is reduced because
certain members of the Web-user community may not have had an equal chance to partici-
pate. This is evidenced by the low representation of minority groups in the survey data. The
characteristics of these users may differ significantly and in unique ways from those users
who did participate in the surveys. Given the limitations that exist in the data as a result of the
survey methodology, the results are most likely biased toward the experienced and more fre-
quent users of the Internet.

EVOLVING POLICY ISSUES

As use of the Internet continues to grow in the United States and worldwide, online pri-
vacy concerns will continue to be a salient issue for Internet users, commercial Internet com-
panies, and federal, state, and local policy makers. In March 2000, President Clinton issued
an ultimatum to the high-tech industry: Either adopt minimum privacy standards or the gov-
ernment will do it. “I hope that all of you will work with us and work together among your-
selves to maximize the possibilities of an open Internet by securing Americans’ fundamental
right to privacy,” Clinton said to a group of tech industry executives in San Jose, California
(Keto, 2000). Activities by Congress members are also evidence that the Internet privacy
issue has risen to the top of Washington’s political agenda. Senate Minority Leader Tom
Daschle recently assembled the Senate Democratic Privacy Task Force, to be headed by Sen-
ator Pat Leahy, and GOP Senator Richard Shelby announced the formation of the bipartisan
Congressional Privacy Caucus (Simpson, 2000).

One key concern is that, as free Internet services become increasingly available, poorer
consumers will sacrifice their privacy to receive free Internet access, whereas wealthier con-
sumers will pay for Internet access and realize better privacy protection. For example, free
online access providers, including Lycos, NBCi, Excite, AtHome, and NetZero, typically
rely on revenue from advertising and e-commerce to balance the absence of paying subscrib-
ers. Yet some critics view this tactic as damaging to user privacy, because sites that offer free
Internet service often require users to reveal certain personal details and allow their Internet
activities to be monitored. Additionally, consumers can sign up for free digital subscriber
line (DSL) offerings if they are willing to give up the privacy of their personal information.
Many companies are now extending free broadband offerings, which normally cost $50 to
$80 a month, with the caveat that users provide the companies with detailed personal data
during the sign-up process, including names, addresses, and telephone numbers. This infor-
mation is used to support the targeted advertising-based services. For example, Broadband
Digital Group launched a free DSL service in April 2000 and retains the right to share users’
personal data with third parties without getting users’ permission. Another free DSL pro-
vider, iNYC, also shares user information with third parties, including advertisers (“Want
Free DSL?” 2000).

RECOMMENDATIONS FOR FURTHER RESEARCH

Results of this study show that there are small differences among demographic groups in
concerns about online privacy. Although the data are limited, results suggest that Whites and
Asians/Pacific Islanders have the lowest levels of concern with security on the Internet, and
Latinos and Hispanics have the highest percentage that is “very concerned.” Education level
does not seem to affect a person’s degree of concern about online privacy, and those with
higher income levels seem to be less concerned about privacy than those with lower income
levels. Additionally, women seem to have higher concerns about privacy than men have,
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which confirms a previous study on gender differences and privacy concerns. Overall, all
demographic groups prefer privacy protection to convenience. As Internet and online com-
munications increase in importance for interactions and transactions between consumers
and private companies and the government, the importance of protecting individual informa-
tion is likely to become an increasing concern for all demographic groups. It is recommended
that additional survey research be conducted with a more representative population to more
fully understand the implications of demographic characteristics on Internet users’ levels of
privacy concern, and to allow for statistical tests that can verify the generalizability of the
data.
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